Questions and Answers No. 1 for Task Order RFP:

ASC-2013-01-001 (MDOT-SHA)
1. Can SHA provide an inventory of the applications owned, housed, maintained, and used by SHA along with their criticality, and whether they are in-house developed (home-grown), COTS product, or application hosted with a service provider? Can SHA provide as part of the inventory of applications/systems/servers, the location where the application/system/server is housed? (i.e., Baltimore, Hanover, etc.) 

Answer:  Yes, the SHA Information Technology Architecture July 2011 Final Update will be distributed to the Master Contractors as Q & A – Attachment 1, but not posted on the DBM web page.  We’re still researching if more information may be available; and, if so, it will be provided as soon as possible.
2. Would it be possible for SHA to provide SHA IT’s Key/Top 10 most important systems list? 

Answer:  A formal list has not been prepared; you may obtain this information through inquiry of SHA IT personnel after the task order has been awarded.

3. Does IT rank the criticality of the IT systems?


Answer:  For development priority purposes only (P-1, P-2, and P-3).

4. Can SHA confirm if the IT findings identified in the audit reports provided are remediated? 

Answer:  Yes, all IT audit findings have been remediated.
5. Are mainframe based systems in scope of the IT Risk Assessment? If so, how many systems are mainframe based? Which security software is used for access to the mainframe systems (RACF, ACF2, etc)? 

Answer:  SHA does not have a mainframe.  SHA does use MDOT FMIS and MDOT HR systems which are on an IBM Mainframe.  Also State FMIS is a mainframe system.  Systems that are not owned by SHA need only be identified on the IT universe.
6. How many UNIX/Linux systems are used by SHA?

Answer:  None.  We used to have UNIX and I believe CHART was looking into Linux to learn it but nothing is in production on it.
7. What framework does the SHA IT group use (ITIL, ISO, etc)? 

Answer:  We don’t have a defined framework we use.
8. Can SHA provide the IT organization chart? 
Answer:  Yes, it will be distributed to the Master Contractors as Q & A – Attachment 2, but not posted on the DBM web page.
9. Does SHA have to comply with FISMA requirements? Would SHA like the NIST 800-53 or other NIST special publications incorporated into the Risk Assessment? 

Answer:  See State Information Technology Security Policy attachment to TORFP and http://doit.maryland.gov/support/Pages/SecurityPolicies.aspx for these requirements.
10. Is there Service Level Agreement (SLA) available for systems leveraged from the State of MD or MDDOT? (i.e., FMIS) If so, what systems would this be applicable to within the inventory of applications? 

Answer:  No.
11. Are there any applications available on the SHA mobile devices? What types of mobile devices are available to SHA employees? 
Answer:  Only email (Outlook) on Blackberry phones.
12. Are SHA contractors providing their own computers or mobile devices? If so, do they remotely access (via the VPN) SHA applications and systems? 

Answer:  SHA does provide contractors with VPN access to SHA systems when required to perform their job. The access is password restricted and limited to systems related to the work they are performing.
13. How many IT audits will SHA Office of Audits perform?

Answer:  The SHA Office of Audits will perform between 4 and 5 IT audits per year.  Next year (FY2014) 2 to 4 audits will be done.

14. Why was this TORFP not being done as a SBR? 

Answer:  Due to the specialized nature of the task order and that it is not a core accounting function; SHA believed that restricting the TORFP to SBR would significantly limit competition for this task order.  SHA noted that many of the Master Contractors did not list IT audit services as one of their service areas on their website.
15. Why is there no MBE participation goal? 

Answer:  Due to the relatively small size of the task order along with the anticipated small consultant team size and the short time frame for completing the task order, it was deemed that there were not enough components within the scope of work to provide subcontracting opportunities.  It was anticipated that a MBE firm could serve as the Prime TO Contractor, and the Offerors may still propose to use a MBE subcontractor on the task order, if it so chooses.
16. What does it mean that the Contractor awarded this Task Order Agreement (TOA) may not be allowed to participate in future procurements for SHA? 

Answer:  See Section 15−508. Participation in procurement of the State Government - Title 15 Maryland Public Ethics Law at http://ethics.gov.state.md.us/Ethics%20Law.pdf
17. What is the involvement of the Task Order Manager (TOM) – Josh Pasch?

Answer:  Biweekly status updates should suffice.  If the Contractor is having issues getting responses from a SHA personnel, the TOM would be available to help get participation from whoever is needed.
18. How responsive will the participants be?


Answer:  We expect all the process owners to be very helpful.  Start with Senior Management to find the correct person to go to.  The bulk of the IT people are in the SHA building at 707 North Calvert St. in Baltimore.  There may be a small IT team located in Hanover, MD by the airport.  Some interviews may only require a phone call.

19. Does SHA/MDOT/MD have an IT Assurance group for IT security (ex. ISO, ISSO)?
Answer:  MDOT has an INFOSEC Group as part of the MDOT Network Support Team.
20. What documentation will the Task Order Contractor (TOC) receive to perform its analysis? 
Answer:  We don’t foresee any request for information (that exists) to be denied.
21. Is there a format for the work plan?  What is the audience for the risk assessment work plan?


Answer:  You can use your own format and templates, including reports, audit plans, IT universe, etc.  It should include:  Condition and Cost Criteria; Background; Scope; Summary Findings; and Risk Control Structure.  The audience would be the TOM, IT Executive Management and the SHA Administrator.
22. Has there been a Penetration or Vulnerability Test performed?  Would the TOC be able to see the results?

Answer:  We are not aware of any.
23. Are any of the Salesforce applications considered critical?  
Answer:  Yes.
24. Do we have a SOC 1 Report (Service Organization Controls Report) for FMIS? 

Answer:  We are not aware of one.
