Department of Information Technology

MISSION

To provide vital technology solutions that allow the Executive Branch, State Agencies and Coordinating Offices to provide Marylanders with services that enable them to live and work

more safely, efficiently, and productively.

VISION

To lead the State in the creation and implementation of information technology solutions that improve IT infrastructure and government services and keep Maryland current within I'T

industry trends.

| KEY GOALS, OBJECTIVES, AND PERFORMANCE MEASURES

Goal 1. Provide leadership and support to State agencies in areas of cybersecurity policy, risk and vulnerability assessment, technology implementation, awareness
training and incident response as to raise the security posture of State government.

Obj. 1.1 Reduce the risk of, and improve the potential response to, cyber attacks and/or data breaches.

Obj. 1.2 Increase inter- or intra-agency alignment of I'T to State business functions.

Performance Measures 2018 Act. 2019 Act. 2020 Act. 2021 Act. 2022 Act. 2023 Est. 2024 Est.
Percent of state employees compliant with statewide

cybersecurity awareness training program N/A 72%, 939, 75% 81% 85% 90%
Percentage of endpoints protected by malware/ant-virus

solutions 98% 96% 92% 98% 97% 99% 99%
Percentage of endpoints protected by critical patch compliance 97%, 94%, 939, 45% 48% 60% 70%
Percent of servers which have undergone a vulnerability scan in

the last 30 days N/A 95% 100% 82% 82% 88% 95%
Percent of websites not using outdated encryption methods

(such as outdated SSL or TLS versions) N/A 100% 35% 48% 98% 100% 100%
Percent of servers backed-up within the last 7 days N/A 100% 100% 100% 97% 999/, 999/,
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Goal 2. State agency IT systems meet the State Information Technology Master Plan objectives of consolidation, interoperability, and standardization.

Obj. 2.1  All major IT development projects (MITDPs) executed by units of the Executive Branch are successful.

Obj. 3.1
Obj. 3.2
Obj. 3.3

Performance Measures 2018 Act. 2019 Act. 2020 Act. 2021 Act. 2022 Act. 2023 Est. 2024 Est.
Number of MITDPs in the reporting period 47 50 49 56 53 58 59
Number of projects in planning phase 4 14 3 4 10
Number of projects in procurement phase 19 5 12 5 8
Number of projects in implementation phase 23 30 28 33 36 31 35
Number of projects in operations and maintenance 1 1 6 8 8 9 12
Percent of projects on schedule N/A 60% 65% 73%, 83% 89%, 90%
Percent of projects spending within 10 percent according to N/A 320/, 73% 66% 77% 78% 78%
Percent of MITDPs utilizing an Agile/iterative development

process N/A 68% 82% 73% 79% 82% 84%
Number of projects with defined objectives/success critetia N/A 41 46 51 46 51 53
Of the projects with defined objectives/success critetia, the

percent meeting those objectives/critetia to deliver business

value N/A 72% 71% 87% 83% 91% 92%

Goal 3. The Department of Information Technology will provide efficient and high-quality on-line services to State agencies and the public.

The availability of the Maryland.gov portal will be no less than 99 percent for any 30 day period and no less than 99.9 percent for the year.

Decrease the total number of errors, across all sites, related to Americans with Disabilities Act (ADA) compliance over a 12 month period.

Increase the number of new DolT-hosted Maryland.gov websites over a 12 month period.

Performance Measures 2018 Act. 2019 Act. 2020 Act. 2021 Act. 2022 Act. 2023 Est. 2024 Est.
Percent of time Maryland.gov portal is available 99.9% 99.9% 99.9% 99.9% 99.9% 99.9% 99.9%
Number of visits to the Maryland.gov portal (thousands) 15,534 26,540 19,469 22,147 24838 25000 25,000
Number of errors reported through code remediation N/A N/A N/A N/A N/A N/A N/A
Number of new DoIT hosted Maryland.gov websites during a
12 month period N/A 6 4 0 2 3 5
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Goal 4. The Department of Information Technology will provide efficient and high-quality information technology services to State agencies.

Obj. 4.1
Obj. 4.2
Obj. 4.3
Obj. 4.4

NOTES

Provide excellent customer service.
Improve customer satisfaction and reduce resolution times.
Expand cost transparency for Enterprise services.

Provide value to State agencies.

Performance Measures

Percent of respondents to survey who ate very satisfied or
satisfied with the service received from DolT

Number of service desk tickets submitted

Percentage of issues resolved on first contact by any tier
Percent of incidents resolved within 24 hours

Percent of incidents resolved on first contact by tier 1

Percent of end points which have received critical security
Percent of servers which have received critical security patches
Average IT Cost per FTE for Enterprised State Employees

Percent of IT Service Rates that are within average range of
Industy Benchmarks for State Government I'T

2018 Act.

93%
68,524
56%
N/A
N/A
N/A
N/A
N/A

N/A

2019 Act.

95%
76,469
58%
84%
50%
99%
96%
N/A

N/A

2020 Act.

93%
71,550
55%
86%
55%
99%
98%
N/A

N/A

2021 Act.

95%
92,651
60%
86%
60%
99%
98%
N/A

N/A

2022 Act.

92%
89,482
60%
74%
40%
98%
98%
N/A

N/A

2023 Est.

93%
90,000
60%
80%
50%
98%
98%
N/A

N/A

2024 Est.

93%
90,000
60%
80%
50%
98%
98%
N/A

N/A

These performance measures are part of a legislative required study that is in progress. Data will be available at the conclusion of that study.

F50

http://doit.maryland.gov/




	Department of Information Technology - Managing for Results FY 2024


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



